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ecs  ethereal-2.dat - Wireshark
File Edit WView Go Capture Analyze Statistics Help
7 ;
i il @ EEx®E8 QesoF e EE aaer -
[ Eitter: [ v | dp Expressiun...‘ %}ﬁﬂ,&(g]‘ of EFHI:5:||
Ma. - Time Source Decstination Protocal | Info [=
13 125,228 1950 192.168.1.1 DNS Standard query A w.cOmo. com e
14 125232127 192.168.1.4 DNS Standard query response A 121.15.220.1
15 125.241254 121,15.220, 104 TCP 49164 = http [SYN] Seg=0 Win=65535 [TCP CHECKSUM TIWCCRRECT] Len=0
16 125. 255538 192,168,1.4 TCP http = 49164 [5‘|"I'-.I ACK] Seq=0 ﬁ.ck—l Win= 15384 Len=0 M55=1414 'n'5=ﬂ
T 12 ; TCP 49164 = http 5IM INCORRECT]
125, 283?14 HP HTTP/1. 1 200 0K (tex‘t.r'h'tmlj
20 125. : TCP 49164 = http [ACK] Sec _0R
21-12E; g9 1.4 : 1E TCP 49164 = http [FIN, - = { (5N
2238, 3[34994 127518 22EI 104 192,168,1.4 TCP h-ttp = 49154 [ACK] Seq—1148 Ack—2ﬂ5 Win= 55332 Len—EI TS‘."—SSEJEEEEI T
L “_ [ (=)l (=121 4 () 1.'..:'_: 1 S 1 m | -d guery _‘_ .._ |I A2 o |\
[ Frame 18 {269 bytes on wire, 269 bytes captured) =1
I Ethernet II, Src: AppleCom 32:15:55 (0@:17:f2:32:15:55), Dst: Netgear 39:15:ff (D9:18:4d:39:15:ff)
[ Internet Protocol, Src: 192.168.1.4 {192.16E.1.4), Dst: 121.15,220. 104 (121.15.220.104)
I Transmission Control Protocol. Src Port: 49164 (491641, Dst Port: http (86), Sea: 1. Ack: 1. Len; 203
= Hypertext Transfer Protocol
I GET /r.htm HTTR/1. 15rin
Accept: */%rin
Accept-Language: zh-cnhrin
Accept-Encoding: gzip, deflatewrin
User-Agent: Mozillas4.0 (compatible; MSIE 6.0; Windows NT 5.1; SW1ihrkn
Host: w.cOmo, comhrin -
Connection: Keep-Alivelrin J
oooe @0 185 4d 39 15 ff @8 17 f2 32 15 55 @5 02 45 00 . M9.... .2.U..E, L
0010 00 ff Od al 40 00 40 06 15 34 cO a8 01 ™ 79 0f  ....@4. 4....y.
0020 dc 68 cB Oc 08 50 97 f2 13 83 11 ¢9 05 &3 80 18 . h...P.. ... —
0030 ff ff 18 16 00 00 ©1 01 03 03 26 88 5d 73 @@ @2 ........ ]S
oodo 00 00 47 45 54 20 2 72 2e 6B 74 Bd 20 43 54 54 L .GET /r htm H'I'I' ﬂ
|Fi|e "'Users,.'shangercong,‘DDcuments,‘SYSU CSIRT ncwlent.'SYSU CSIRT 20 |Par_kets: 1994 Displayed: 1994 Marked: O
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X ethereal-userinit.exe-20080111.dat - Wireshark

(J-ll

RN

File Edit View Go

Capture  Analyze Statistics Help

7l
il 2 EEAx®E Res0F L BEH QQEF WM -
Eﬁilter: | ¥ | < Expression... %_}EB%(QJ‘ of EIFH(&]|
Na. + |Time | Source | Destination |Protocc-| | Infa |j
93 8,621197 202,116, 65, 66 202,116, 65,255 NENS Mame query MB SERVER-(3565EUD-20= J
94 B,823201 202,116, 94,175 202,116, , 255 NENS Mame query MNB HATYANOL=00:= f
95 8,981842 192,168, 138,11 192, 168, 138, 255 NENS Mame query MNB SYSU-ALINA<OO=
95 9,038926 00000000, 002092 0echBl 00DOOOAD, FFFFFFFFFFfff IPX SAP  MNearest Query
97 9,091304 192, 168, 138,11 152, 168, 138, 255 NENS Mame query NE HOME-PROMISEPRC=00=
98 9, 31?9?2 202, 116 .1 192,168, 138, 267 DNS Standard query response A 60,198, 118,11
B85 192, 168, 138. 267 50,190, 118, 11 TCP 49262 = http [SYN] Seq=0 Win=65535 [TCP CHECKSIM INCORRECT] Len=08 M55=1460 WS=0
100 9. 350695 EEI lgﬂ 118 11 192,168,138, 207 TCP http = 48262 [SYN, ACK] Seq—ﬁ Ack=1 I|l.|.1.n 8?60 Len=0 MS5=1460 W5=0 TSV=0 TSER=0
181, 5. o 7 60,190,118, 11 TCP ] = http [ACK] & ck=1 Win (P C | TNCORRECT] Len=0 TSW=1747:
182 9. 3555?2 1!{2 168, 138, 207 60,190,118, 11 HTTP GET /3j]. tat HTTP/1. 1
1603 9.408298 60,198,118, 11 192,168,138, 207 TCP [TCP seament of a reassembled PDU]
104 9.408521 50.19@.118.11 192,168,138, 207 TCP [TCP seament of a reassemb‘Led PDU]
105 9.408555 192, 16 8,207 60,190,118, 11 TCP 192652 = http [ACK] & lck=1049 Win=F SUM INCORRECT] Len=0 TSM
106 9.427427 60, 193 118 11 192 168, 138, 267 HTTP HTTP/1.1 208 0K (text.ﬂ'plamj
27477 J 2.1 7 : TCP 4c - http [ACK] Seq=67
0B 9.434111 1 1 TER 15 http I..III Seg=0 ; “HECKS ; ] :
109 9,481543 Fu;|1an5t fa: 91 eb Bri oadcast ARP Who has 202, 116.75. 227? Tell 2E|2 116 7 i j
[ Frame 102 (132 bytes on wire, 132 bytes captured) =1
B Ethernet II, Src: AppleCom 32:15:55 (@0:17:f2:32:15:55), Dst: FujianSt f8:91:eb (0O:dd:f8:f8: 91:eb)
P Internet Protocol, Src: 192, 168,138,267 (192,168,138 267), Dst: 608,190,118 11 (60.190,118.11)
B Transmission Control Protocol, Src Part: 459262 (49262), Dst Port: http (80), Seq: 1, Ack: 1, Len: 66
= Hypertext Transfer Protocol
I GET /jjj.txt HTTR/1.1NrAn
User-Agent: Shelllrin
Host: wa.llsging, nethrin .
\rn ﬂ
0000 00 do f8 f8 91 eb 00 17 f2 32 15 55 08 @0 45 00 ... ... 20U E =
0010 90 76 23 3 40 00 40 06 18 Te c a8 8a cf 3c be @@ 0=
0020 T6 Ob cO Ge 0O 50 eY ce He 73 GF f7 f5 82 80 18 wv..n.P.. .s0.....
0030 ff ff fe a9 00 00 01 01 08 0a 68 28 99 14 00 00 ........ Rl
o040 90 00 47 45 54 20 2f Ga Ga ba 2e 74 78 T4 20 48 JGET /7 37 txt H -
0050 54 54 50 2f 31 2e 31 ©d 0a 55 73 65 72 2d 41 &7 'I'I'P;’l 1. . User-Ag |
0060 E5 Ge 74 33 20 53 68 65 6c 6c Od 0a 48 6F 73 74 ent: She 11..Host j
T T 2= A TT £1 Nn £~ £~ T2 ET EN £~ E7 NV~ E~ EC TA 1im 11l r mine ek

|Fi|e: "IUsersishangercong/Documents/SYSU CSIRT Incident/SYSU-CSIRT-20080111-1. .. | Packets: 3419 Displayed: 3419 Marked: 0
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<are DiG 9,34 <O w,elmo, camn

global options: printcmd

Got answer:

—»»HERDER<<- opcode: QUERY, status: NOERROR, id: 33426

flagz: gr rd rar QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIOMAL: O

+
-
+
r
+
-
+
r
+
-

EEIET T ST

++ QUESTION SECTIOM:
+w,clmo, com, IN A

++ AMSWER SECTION:
W, cOma, com, 2629 IN A 121,15,220,104

Query time: 8 mzec

SERVER: 192,168,1,1#53(192,168,1,1)
WHEN: Sat Dec 22 01:0B:hd4 2007

MSG SIZE  rowd: 44

+ *
rr
+ 4+
rr
+ *
rr
+ 4+
rr

o= DG 905304 e wWacHmo L com

13 glooal options: printomd

13 Gob answer:

13— EADER==- opcode: QUERY, stotus: WOERROR, id: 18411

i3 Tlags: gr rd ra; QUERY: 1, AMSWER: 1, AUTHORITY: @, ADDITIOWAL: @

;3 QUESTION SECTIOM:
sw.cBmo.com. IN &

;7 ANSWER SECTIONM:
W.cAmo.com. 1144 IN i 222.285.183.284

vi Quety time: 7 msec

13 SERYER: 192.165.1.1463(192.168.1.1)
ys WHEY: Thu Mar 6 15:57:48 2883

vs M3G SIZE rowd: 44



=

3

N [ ‘f '—3‘
7 /N =15
) - ~
o= DG 905304 e wWacHmo L com
13 glooal options: printomd
13 Gob answer:

v3 == EADER==- opcode: QUERY, staotus: MWOERROR, id: &17&9
35 flags: gr; QUERY: 1, ANSWER: 1, AUTHORITY: B, ADDITIONAL: B

33 QUESTIOW SECTION:
pw o cEmD L zom . 1M A

;3 AMNSWER SECTION:
W.CcHmO.com. 125 IN & R9,37.71.585

vi Query time: 3 msec

i3 SERVER: 192.168.1.1#53(192.165.1.1)
vi WHEY: Sun Mar 23 23:35:35 z885

i3 MSG SIZE rowd: 44

y o= DG 90304 o @288.67.222.222 w.cBmo . con

i (1 server found)

13 global optionz: printomd

+3 Got answer:

13 —seHEADER—— opoode: LJLERY, status: NUEREUE, 1d: (b

vy Tlags: gr rd ra; QUERY: 1, AMNSWER: 1, AUTHORITY: @, ADDITIOMAL: A

i3 QUESTION SECTION:
W .cAmo . com. IN A

vs ANSWER SECTION:
W.cBmo . com . 1236 IN A 125.66.165.133

73 Query time: 522 mzec

i3 SERVER: 285.67.222.222403(205.07.222.222)
33 WHENM: Thu Mar 27 89:12:172 2885

y3 MSG SIZE  rowd: 44




NaES AR I AN A 44 4

eeoe %| ethereal-userinit.exe-20080111.dat - Wireshark
File Edit Wiew Go Capture Analyze Statistics Help

BEeee o8 Re»oF 2 [FE QB @M
Eﬁilter: | ﬂ ap Expression...

|N0 - |T|me

Yo R (C) ‘ of FERA) ‘

| Saurce | Destination |Protocn| | Info

Fujian5t f£8:91:eb Bloadcast Who has 202. 116 5. 22T? Tell 2&2 115 ?5 1
7 60,190,118.71 TCP 49264 = http [SYN] Seq=0 W 5535 [TCP CHECKS Len=0 M55=1460 W5=0
192 168, ]38 P_El? http = 49264 [S5YN, ACK] Seq—ﬂ A i EEJ Len 0 MSS—l-’-IE-EJ 'v.IS i) TEﬂ.r 0 TSER=0
i : 3 Ack=1 W M INC CT] Len=0 T5V=1747:

60,198, 118.71 192,168,138 207 TCP [TCP segment of a reassembled POU]

EB 19(—] 118 71 192.168. 138, 207 TCP [TCP segment of a reassembled POU]
9, 636733 07 ] E 49261 = http [ACK] Seq=69 Ack=1049 Win=65535 [TCP CHECKSWM INCORRECT] Len=0 TSW=
120 9,.731930 192.168.138.11 192. 168, 138.255 NENS Name query NB SYSU-ALTNA<OO=
121 9.771868 202, 116, 85, BB 202,116, 65,255 NENS Name query NBE SERVER-0356GEUD<00=
122 9.841222 192, 168, 138, 11 192, 168, 138, 255 NENS Name query NE HOME-PROMISEPRC<00=
123 9,99459 Fujianst f8:91:eb Broadcast ARP Who has 192,168, 138.2437 Tell 192,168, 138.1 j
P Frame 113 (134 bytes on wire, 134 bytes captured) 1=
P Ethernet II, Src: AppleCom 32:15:55 (08:17:f2:32:15:55), Dst: FujianSt_f8:91:eb (06:do:fs:f5:91:eb)
P Internet Protocol, Src: 192, 168,138,267 (192.168.138.2487), Dst: 60,190,118.71 (60,199, 118.71)
P Transmission Control Protocol, Src Port: 459264 (49264), Dst Port: http (80), Seq: 1, Ack: 1, Len: 68
= Hypertext Transfer Protocol
I GET fdown/2,exe HTTR/1. 1%r\n
User-Agent: Shelldrin
Host: 60,190,118, 71%rkn
rn ﬂ
oooa 00 do f8 f8 91 eb A0 17 2 32 15 55 08 @2 45 08 ........ S In N = 1=
0018 00 78 23 c9 40 09 40 05 18 3a cO a8 8a of 3c be . x#@@ 0.0
0020 76 47 cO 70 00 50 b7 Fc 8a 39 25 f3 da Sa 80 18 wG.p.P.|  9%LZ..
ooza ff ff fe 7 00 00 01 01 0B O3 68 28 99 15 00 @8 ........ hi
Qe 00 00 47 45 54 20 2f &4 6F 77 Ge 2f 32 2e B5 VB JGET /d -:r'm.-’2 ex 1]
0058 65 20 48 54 54 50 2f 31 2e 31 Od ©a 55 73 65 72 e HTTR/1 .1..User |
OoRE  2d 41 67 65 Ge 74 3a 20 53 68 65 Ac 6c Od Oa 48 -Agent: Shell..H j
[alay il EF T TA D= WM DS DA e e B o W s e N e BT = = R W ETE R = ] 10 110

|Fi|e: "Users/shangercong/Docurments/5SYSU CSIRT Incident/SYSW-CSIRT-20080111-1 . | Packets: 3419 Displaved: 3419 Marked: 0
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Caching-only DNSPC &

ZEBIND 91 iC & A4 FHdnrd Blacklist:
forwarders {

202.116.64.119; /] # K dnrd iR 55 23
202.116.64.120; // ¥ K 2dnrd iR 55 23
202.116.64.2;
202.116.64.1;
202.116.64.3;

%

forward first;



DNS Proxyid &

o Harss
drnd¥]Blacklist& 40 44
B R LIF46600-700 % 245 R A5 1)
O ARk i
DNS Blacklist 7 5 4 4

DNS i 2247 F U B I MR A RBLAR B = 1L
Lj Stopbadware(www.stopbadware.org) K ¥ &1 ?



http://www.stopbadware.org

ARPIHR I A<

o TG HEHE (3
e N R o
RGN AN T
ARV i
BESHE

O PRy CGEF5))

1

J

B 955 B A B B A

B7 Kk K% K ARPT -k 1k
AT ML ARP R B
121715 K B ACL &
DNSI{ 4 i &

Web Content Filter

iREEE

O W5 (480D

ARPwatch

= ERZ#HHLSNMPTrap/ H &
H P ARPP; k&5 H &5 k5
5K

CSIRTEH A} X M [y

O Z2EH (KRR

PR TR ORI S R
WRE LT

M & B
M55 1 A B R R o B
EEE RIS



ARPIR I AR 5 VR B VA(2)

O g@ﬂ%)ﬁ DRPrdet. MmN, 224 PR TR B A o

O N (CSIRTEHAFEZmN) m] A LRy i i $E Atk o5
BT FIF T e s BIOR S uh . KIEE 211
ZEPLAEE)

O N (CSIRTEHAFE RN ) ] k2 48 # 2t 4K
P (Nag5 Pk A s i R i 5 4 BEME 5405 B =45

O A UM . DR 5 e Y

O ARPIR I A L 2 Bl i 8] (R RS T S vE T, AR IR B &
2 sk, W CLARPHR DA H & CSIRT 'S 2 i fii ok 531k
1, SEEERIISMS (5 B2 Bk R)




15 B2 B/ K K
O ROREI)R X 22 A W #5165 N 22N

o0 5 25V eil a3 iN4a79.13

O 904 N A4 N

o HAB G AZ I H 3243 38129047

o xTidik (PEN %/iﬂl*? L E AN TR

ARV AL R R, EX R 1 4552%(34
NEXL), EXY zfiljéﬁﬁﬁr_‘




]ij 'f/|§ 7'f|zl /u/\:%

o forum.ccert.edu.cn& MR K= BIL=

TTU%UP%

Jal i E
o JREEFEAR BT

H

o % E L SACLE H
O 65 E'lﬁ}ﬁiyﬁggiﬂ

Pz 5 o

NGRS GRS




