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[EirEaE] Campus Network Security Alarm System Based on TCP Session Hijack
[tEEDIrE] wIE EE HRE,
[HEEEIE] SHE Hua-jun; JIANG Kai-da; HUANG Bao-ging € Metwork & Information Center; Shanghai Jiaoteng University; Shanghai 200030: China)
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[&drocim] three-way handshake; TCP session hijaclk; network security;
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We monitor the “three-way handshake™ states of the net flow at the boundary of campus netwark and intervene the TCP sessions ofth
[ErisE] e Lsers who have network security problems . \VWe achieve this goal by using TCP hijack,and construct the TCP packets elaborately and send

them to client computer wha is on the blacklist. Through this way we can redirect all HTTF requests to the network security alarm webpage o
f Computer Emergency Response Team of Shanghai Jiao Tang University or we can break off the TCP connection im...
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