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Figure 6-5— Authenticator, Supplicant, and Authentication Server roles
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.//standards.ieee.org/getieee802/download/802.1

X-2004.pdf
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« Authenticator (Switch, Access Point )
« Authentication Server (RADIUS Server)
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 SupplicantiBHEAP FERHMER
— Identity
— MAC Address
— IP Address
— Security Posture: Patch, Virus Signature, etc.
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Compliant H Pollcy

Endpoint: | | Servers ] %%B 5emote
ser
| Admit! | @
&
3
HO

Noncom'pliant ‘Deny! ‘
Endpoint:

%imw

Internet ,,

‘ Quarantine! ‘

Endpoint security solutions knows security condition:
type/compliance/etc

Policy servers know compliance/access rules

Nelt_work access devices (routers, switches) enforce admission
policy

Virus/worm prevention and containment requires industry collaborat{eminer)
i
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(Network Admission Control )
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Based on endpoint security posture, appropriate admission policy will
be enforced in the network

Cisco® & NAC co-sponsors to deliver this collaborative solution - -
(G
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Cisco® is driving the architectures,

specifications, and guidelines of NAC tﬁ H?Et“.’?!!i , symantec.

Initial NAC co-sponsors include the major
antivirus vendors: Network Associates

: ’ TREND
Symantec, and Trend Micro @ MI1cCRO

Cisco Security Agent and NAC co-sponsor AV
solutions will use Cisco Trust Agent for

intelligent admission control AV Client

Initial NAC capability to be delivered in Q2

CYO04 in Cisco routers Broker and Security

Future NAC extensions: Comm: L2/3 Service
More Cisco network devices EAP/UDP EAP/802.1.
More endpoint security software and _
endpoint platforms (OSs) Cisco Trust Agent

More industry co-sponsors
Solution “opened”, timing and extent il
TBD (&)
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— NAP Client

— NAP Enforcement Point

— NPS (Network Policy Server)

— Remediation Servers

Enforcement Point
— IPSEC
— VPN Sever
— DHCP Server
— 802.1X Switch or AP

NAP 3#5
http://technet.microsoft.com/en-us/network/bb545879.aspx
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 Network Endpoint Assessment (nea)

 http://www.ietf.org/html.charters/nea-
charter.html

* EAP Method Update (emu)

* http://www.1etf.org/html.charters/emu-
charter.html
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